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THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37CFR 1.136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

- If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely. 
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- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 
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10) 13 The drawing(s) filed on 18 June 2001 is/are: a)S accepted or b)D objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1 .85(a). 
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 
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application from the International Bureau (PCT Rule 17.2(a)). 
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DETAILED ACTION 

Claims 1-23 have been examined and are pending. 

Information Disclosure Statement 

An initialed and dated copy of Applicant's IDS form 1449, filed 2-1 1-02, is 
attached to the instant Office action. 

Claim Rejections - 35 USC ' 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form 
the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless -- 

the invention was known or used by others in this country, or patented or 
described in a printed publication in this or a foreign country, before the 
invention thereof by the applicant for a patent. 

the invention was patented or described in a printed publication in this or a 
foreign country or in public use or on sale in this country, more than one year 
prior to the date of application for patent in the United States, 
(e) the invention was described in a patent granted on an application for patent by 
another filed in the United States before the invention thereof by the applicant for 
patent, or on an international application by another who has fulfilled the 
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requirements of paragraphs (1), (2), and (4) of section 371(c) of this title before the 
invention thereof by the applicant for patent. 

Claims 1-3, 14, and 17 are rejected under 35 U.S.C. 102(b) as being anticipated 
by Merkle (5,157,726). 

As per claim 1 , Merkle teaches a method of verifying a transaction conducted 
between a first party and a second party, the method comprising: receiving transaction 
elements of the transaction; identifying at least a portion of the received transaction 
elements as selected elements; encrypting the selected elements based on a private 
key of the first party to generate an encrypted code; printing at least a portion of the 
received transaction elements on a hard copy transaction certificate; printing the 
encrypted code on the hard copy transaction certificate; sending the transaction 
certificate with the encrypted code to the second party; and instructing the second party 
to scan the transaction certificate to convert the encrypted code to electronic form, and 
to decrypt the encrypted code in electronic form based on a public key of the first party 
to generate decrypted selected elements, wherein the decrypted selected elements can 
be used by the second party to prove the transaction (col. 3, lines 30-60). 

As per claim 2, Merkle teaches prompting the second part to enter transaction 
elements of the transaction on an electronic document (col. 3, line 35) and receiving 
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transaction elements comprises receiving transaction entered by the second party on 
the electronic transaction document (col. 3, lines 64-66). 

As per claim 3, Merkle teaches identifying an element of a current date and time 
(col. 2, line 31). 

As per claims 14 and 17 Merkle teaches transmitting transaction elements of the 
transaction to the first party; receiving a hard copy transaction certificate that includes 
an encrypted code; scanning the received transaction certificate to convert the 
encrypted code to electronic form; retrieving a public key of the first party; and 
decrypting the converted encrypted code based on the retrieved public key of the first 
party to generate decrypted proof elements, wherein the decrypted proof elements are 
used to prove the transaction (col. 3, lines 30-60). 

Claims 4-5, 15, 18, 20, and 22, are rejected under 35 U.S.C. 102(b) as being 
anticipated by Haber et al, hereinafter Haber (USP RE. 34, 954). 

As per claims 4 and 20, Haber teaches receiving transaction elements of the 
transaction; identifying at least a portion of the received transaction elements as 
selected elements; attaching at least a portion of the received transaction elements to a 
certificate template; encrypting the selected elements based on a private key of the first 
party to generate an encrypted code; attaching the encrypted code to the certificate 
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template to produce a transaction certificate; transmitting the transaction certificate with 
the encrypted code to the second party (col. 3, lines 3-9); and instructing the second 
party to decrypt the encrypted code of the transaction certificate based on a public key 
of the first party to generate decrypted selected elements, wherein the decrypted 
selected elements can be used by the second party to prove the transaction (col. 4, 
lines 1-8). 

As per claim 5, Haber teaches prompting the second part to enter transaction 
elements of the transaction on an electronic document and receiving transaction 
elements comprises receiving transaction entered by the second party on the electronic 
transaction document (col. 4, line 14). 

As per claim 8, Haber teaches identifying an element of a current date and time 
(col. 4, line 13). 

As per claims 15, 18, and 22, Haber teaches transmitting transaction elements of 
the transaction to the first party; receiving a transaction certificate that includes an 
encrypted code; retrieving a public key of the first party; and decrypting the included 
encrypted code based on the retrieved public key of the first party to generate decrypted 
proof elements, wherein the decrypted proof elements are used to prove the transaction 
(col. 4, lines 1-8). 
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Claim Rejections - 35 USC ' 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

A patent may not be obtained though the invention is not identically disclosed 
or described as set forth in section 102 of this title, if the differences between 
the subject matter sought to be patented and the prior art are such that the 
subject matter as a whole would have been obvious at the time the invention 
was made to a person having ordinary skill in the art to which said subject 
matter pertains. Patentability shall not be negatived by the manner in which 
the invention was made. 

Claims 6-7 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Haber in view of FAQ published by Stardock: Electronic Store, hereinafter Stardock. 

As per claims 6-7, Haber is silent in disclosing that the certificate receipt is sent 
to the second party via email or that the email contains a URL. Stardock teaching that 
once a transaction is completed and receipt is email to the second party. In the email, 
contains an URL to allow the user to quickly access the receipt. In view of this it would 
have been obvious to one of ordinary skill in the art at the time of the invention to 
employ the teachings of Stardock within the system of Haber because it would allow an 
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efficient method to return the receipt to the second party whereby he/she can easily 
obtain the receipt as needed. 

Claims 9-10, 13, 16, 19, 21, and 23, are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Haber in view of Schneier, Applied Cryptography. 

As per claims 9 and 21 , Haber teaches receiving transaction elements of the 
transaction; identifying at least a portion of the received transaction elements as 
selected elements; attaching at least a portion of the received transaction elements to a 
certificate template; encrypting the selected elements based on a private key of the first 
party to generate an encrypted code; attaching the encrypted code to the certificate 
template to produce a transaction certificate; transmitting the transaction certificate with 
the encrypted code to the second party (col. 3, lines 3-9); and instructing the second 
party to decrypt the encrypted code of the transaction certificate based on a public key 
of the first party to generate decrypted selected elements, wherein the decrypted 
selected elements can be used by the second party to prove the transaction (col. 4, 
lines 1-8). Haber is silent in disclosing that the first party encrypts the certificate with 
the public key of the second party after signing the transaction certificate. Schneier 
teaches signing a certificate and then using the second party's public key to encrypt the 
certificate before sending it to the second party (pg. 42). In view of this it would have 
been obvious to one of ordinary skill in the art at the time of the invention to employ the 
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teachings of Schneier within the system of Haber because it would encrypt the 
transaction so allow the second party would be able to reveal its contents. 

As per claim 10, Haber teaches prompting the second part to enter transaction 
elements of the transaction on an electronic document and receiving transaction 
elements comprises receiving transaction entered by the second party on the electronic 
transaction document (col. 4, line 14). 

As per claim 13, Haber teaches identifying an element of a current date and time 
(col. 4, line 13). 

As per claims 16,19, and 23, Haber teaches making a public key of the second 
party available to the first party; transmitting transaction elements of the transaction to 
the first party; receiving an encrypted transaction certificate; decrypting the received 
encrypted transaction certificate based on a private key of the second party so as to 
generate a transaction certificate with an encrypted code; retrieving a public key of the 
first party; and decrypting the encrypted code based on the retrieved public key of the 
first party to generate decrypted proof elements, wherein the decrypted proof elements 
are used to move the transaction (col. 4, lines 1-8). Haber is silent in disclosing that the 
first party encrypts the certificate with the public key of the second party after signing 
the transaction certificate. Schneier teaches signing a certificate and then using the 
second party's public key to encrypt the certificate before sending it to the second party 
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(pg. 42). In view of this it would have been obvious to one of ordinary skill in the art at 
the time of the invention to employ the teachings of Schneier within the system of Haber 
because it would encrypt the transaction so allow the second party would be able to 
reveal its contents. Decrypting would then follow the necessary protocol of using the 
public key of the first party to decrypt the receipt to veal the certificate. 

Claims 11-12 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Haber and Schneier as applied to claim 9 above, and further in view of Stardock. 

As per claims 11-12, Haber and Schneier are silent in disclosing that the 
certificate receipt is sent to the second party via email or that the email contains a URL. 
Stardock teaching that once a transaction is completed and receipt is email to the 
second party. In the email, contains an URL to allow the user to quickly access the 
receipt. In view of this it would have been obvious to one of ordinary skill in the art at 
the time of the invention to employ the teachings of Stardock within the system of Haber 
and Schneier because it would allow an efficient method to return the receipt to the 
second party whereby he/she can easily obtain the receipt as needed. 
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Conclusion 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Michael R Vaughan whose telephone number is 703- 
305-0354. The examiner can normally be reached on M-F 7:30-4:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 703-305-9648. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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Examiner 



SUPERVISORY PATEWT EXAMiWER 
TECSI^OLOGY CENTER 2100 



Art Unit 2131 



